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REQUEST FOR PROPOSALS 

FOR 

SECURITY STUDY SERVICES 

RESPONSES TO PROPOSERS’ 

QUESTIONS 

 

 

 

Note to All Prospective Proposers: 

 

The following responses include questions raised and answers provided during the pre-proposal 

conference held on September 21, 2021 and questions submitted in writing by the RFP deadline.  

In its answers to the following questions, the Texas Lottery Commission (Texas Lottery or TLC) 

has attempted to provide both accurate and thorough responses. Some answers may clarify or 

modify the RFP, and every Prospective Proposer is on notice of each answer’s content. Answers 

that modify the RFP are so noted. Answers apply only to the facts as presented in each specific 

question. 

Proposers shall review all sections of the RFP along with this document to ensure a complete 

understanding of the requirements. Any exceptions to the RFP shall be noted in the proposal, as 

required under Section 2.7 of the RFP.  

It is recommended that Proposers review the pre-Proposal conference video located on the Texas 

Lottery’s website at:   

https://www.texaslottery.com/export/sites/lottery/About_Us/Doing_Business_with_TLC/index.h

tml 

Please note: Any questions regarding the HUB Subcontracting Plan (HSP) are in a separate 

document that will be updated throughout the procurement process. 

 
PRE-PROPOSAL CONFERENCE QUESTIONS AND RESPONSES – 
September 21, 2021. 
 

1. Can you please provide a specific link of where this conference will be uploaded?  

 

RESPONSE: Please review the Electronic State Business Daily (ESBD) and 

Texas Lottery's websites for updates. 

 
WRITTEN QUESTIONS RECEIVED BY October 1, 2021 @ 4 P.M. 
 

 

2. It is our company’s policy to password protect financial statements when submitting them 

to third parties electronically. Will Texas Lottery accept password protected financial 

statements with the password provided via email? 

https://www.texaslottery.com/export/sites/lottery/About_Us/Doing_Business_with_TLC/index.html
https://www.texaslottery.com/export/sites/lottery/About_Us/Doing_Business_with_TLC/index.html
https://www.texaslottery.com/export/sites/lottery/About_Us/Doing_Business_with_TLC/index.html
https://www.texaslottery.com/export/sites/lottery/About_Us/Doing_Business_with_TLC/index.html


3 

 

     RESPONSE: Yes.  
 

3. Does the Texas Lottery expect any gaming system changes or upgrades during the 

contract period? 

 

RESPONSE: Yes. The Texas Lottery is always making system changes and 

enhancements and have planned an upgrade to the gaming system over the next 

three (3) years. 

 

4. Is the Texas Lottery or any Texas Lottery vendor who is the subject of this security 

review, utilizing cloud technology to either store and manage data, run applications, or 

deliver content or a service such as streaming videos, web mail, office productivity 

software, or social media? 

 

RESPONSE: Yes.  

 

5. Do you anticipate any vendor will move to cloud technology during the contract period? 

 

RESPONSE: While there are no definite plans at this time, it is possible that a 

Texas Lottery vendor will move to cloud technology during the contract period. 

 

6. We understand that Internal Audit function has been outsourced to McConnell Jones CPA firm. 

Would this firm act as the primary point of contact for the delivery of the services? Should we 

consider that personnel from this firm will be part of the delivery team? 

 

RESPONSE: No.  

 
7. Have third parties supporting TLC gaming operations changed? i.e., Scientific Games, 

GTECH, Pollard Banknote, SunGard, etc. Could you please confirm current third parties 

supporting TLC’s operations and main services provided by each? 

 

RESPONSE: Please see the following link for a list of the Texas Lottery’s prime 

vendors which includes a description of services. 

https://www.texaslottery.com/export/sites/lottery/About_Us/Doing_Business_with_

TLC/index.html   

 

https://www.texaslottery.com/export/sites/lottery/About_Us/Doing_Business_with_TLC/index.html
https://www.texaslottery.com/export/sites/lottery/About_Us/Doing_Business_with_TLC/index.html
https://www.texaslottery.com/export/sites/lottery/About_Us/Doing_Business_with_TLC/index.html
https://www.texaslottery.com/export/sites/lottery/About_Us/Doing_Business_with_TLC/index.html
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8. Are there or will be there any business and/or IT processes supporting TLC operations 

and/or administration that would go through a significant change? i.e., moving to the 

cloud, replacing a key third party, significant expansion of retailers and/or ticket vending 

machines, totally new games and supporting processes and technology? 

 

RESPONSE: See the response to Question No. 3. 

 
9. Would oral presentations be required in case a couple of proposers are identified as viable 

options (virtual/remote)? If that were the case, when are you anticipating such 

presentations to take place? 

 

RESPONSE: The Texas Lottery does not anticipate any oral presentations at this 

time for this procurement. 

 

10. 4 findings were identified in the last security study report which were related to lottery 

computer, data communications, database, and systems security. Have those findings been 

resolved or similar reported situations prevail? 

Last security study report identified a total of 38 opportunities for improvement, 

involving the following areas:  

• Lottery personnel security  

• Lottery operator and vendor security  

• Lottery computer, data communications, database, and systems security 

 • Lottery premises and warehouse security  

• Security of ticket validation and payment procedures  

• Security aspects of each lottery game  

Were those opportunities for improvement implemented? Were new controls and/or 

control activities introduced as part of those enhancements? 

 

RESPONSE: The Successful Proposer will be granted access to the full reports to 

assess the state of any remedies to the findings and opportunities for 

improvement. 

 

11. We observed that scope for the security study has integrated cyber security as an 

additional area for assessment and identified internal audit report no. 19-008, issued on 

January 17, 2020, where status of the Agency Cyber Security Program in place is reported 

at the best practice level. Are there specific concerns within TLC management regarding 

the cyber security program? Have cyber security events taken place after the report was 

issued? Cyber Security assessment and more specifically prevention of such risk requires 

assessment and verification of minimum cyber security standards among business partners 

that support TLC operations. Have those minimum-security standards been identified, 
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formalized and required/communicated to TLC’s vendors supporting TLC operations? 

Critical business partners have been providing services to TLC for many years now and 

cyber security risk is a recent concern for organizations. Have minimum security standards 

been assessed for those critical TLC’s business partners recently? 

 

RESPONSE: Texas Lottery vendors are required to comply with the minimum 

cyber security standards required by law. Additionally, the Texas Lottery includes 

provisions in contracts which identify those standards and allow for monitoring of 

compliance. The Successful Proposer will have access to security reports and 

cyber security event information as is required to make their own assessment and 

recommendations. 

 

12. Cyber Security and Data Privacy share common control activities, processes and 

organization managing these areas. Should we consider that data privacy should also be 

part of the scope and testing procedures? Security of Texas Lottery Operations not only 

includes those activities/processes/data supporting the games. It should also include the 

protection of TLC’s data required to ensure continuous operation and integrity of 

information. Should we also consider within the cyber security scope assessment on how 

TLC is managing exposure to ransomware risk? 

 

RESPONSE: It is the Texas Lottery’s expectation that the Successful Proposer 

shall review the entire scope of the RFP and make its own recommendations.  

 

13. If remote sessions are required to deliver our services (video conference), are there any 

restrictions regarding the recording of those sessions? This allows us to focus more on the 

actual meeting with participants and prepare much better minutes and/or action plans 

using the recording. 

 

RESPONSE: Yes, recordings are not allowed.  

 

14. Regarding Section 3.16 (Termination for Cause), Item h of the RFP: Will the Lottery 

consider adding the text in blue below?  

The Successful Proposer fails to comply with any of the terms, conditions or 

provisions of the Contract, in any manner whatsoever, upon written notice to the 

Contractor who shall have 30 days to cure the deficiency,  

 
RESPONSE: The Texas Lottery declines to amend the RFP. 

 

15. Regarding Section 3.19 (No Liability Upon Termination) of the RFP: Will the Lottery 

consider add the text in blue below? 
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If the Contract is terminated for any reason, the Texas Lottery and the State of 

Texas shall not be liable to the Successful Proposer for any damages, losses, 

financial obligations, breach of contract, or any other claims or amounts arising 

from or related to any such termination. However, the Successful Proposer may 

be entitled to the remedies provided in Tex. Gov’t Code ch. 2260. Upon 

termination the Contractor shall be allowed to invoice and be paid by the Texas 

Lottery for all work satisfactorily completed up to the point of termination. 

 

RESPONSE: The Texas Lottery declines to amend the RFP. The Texas Lottery will 

pay for all authorized services received or requested through the contract 

termination date in accordance with section 3.8. See RFP Section 2.7.2 regarding 

exceptions to terms and conditions. 

  

16. Regarding Section 3.28 (Indemnification) of the RFP: In order to help ensure that our 

clients have the protection of our professional liability policy for acts or omissions, will 

the Lottery consider removing the indemnification language as it relates to professional 

services? 

 

RESPONSE: If a Proposer wishes to take exception to any of the stated terms 

and conditions listed in the RFP, each exception must be noted in the Letter of 

Transmittal of the Proposal, pursuant to Section 2.7.2 of the RFP. Please note, 

however, that State law requires the use of indemnity provisions in state contracts 

under Tex. Gov’t Code §2262.051 and the Texas Procurement and Contract 

Management Guide.   

 

17. Regarding Section 3.33 [Professional Liability (Errors and Omissions) Insurance] of the RFP: Will 

the Lottery consider removing the last sentence? 

 

RESPONSE: The Texas Lottery declines to amend the RFP.  

 

18. There are extensive liquidated damages in Section 3.48 of the RFP. Our experience is that when 

we are unable to meet a specified deadline, it is frequently a result of the client failing to provide 

us with information on time. Is the Lottery willing to negotiate revised contract language that takes 

this scenario into account? 

 

RESPONSE: The Texas Lottery declines to amend the RFP. The Texas Lottery 

takes into consideration the facts of each incident prior to assessing any 

damages. 
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19. May we recreate Attachment H (Cost Proposal) in Microsoft Word so that we can expand the 

number of rows in the table to account for all of our proposed team members? 

 

RESPONSE: Yes, but the format must be the same and include pages 100 and 

101 (the entire cost proposal). 

 

20. Are you providing details on external IPs and internal web applications? 

 

RESPONSE: Yes, this information will be provided to the Successful Proposer. 

 

21. Is the external web application to be tested externally scoped?  If so, should they be fully 

exploited? 

 

RESPONSE: It is the Texas Lottery’s expectation that the Successful Proposer 

shall review the entire scope of the RFP and make its own recommendations. 

 

22. Do you intend to have all locations tested as part of the physical penetration testing? 

 

RESPONSE: It is the Texas Lottery’s expectation that the Successful Proposer 

shall review the entire scope of the RFP and make its own recommendations. 

 

 

 

 

AMENDMENT TO THE RFP 

 

The following has been adopted by Amendment to the RFP, as permitted by Section 2.12 of the 

RFP. The following section has been added. 

 

Amendment No. 5 
 

3.51.16. Under §161.0085 of the Health and Safety Code, a state agency may not award a 

contract payable with state funds if a business requires a customer to provide any documentation 

certifying the customer’s COVID-19 vaccination or post-transmission recovery on entry to, to 

gain access to, or to receive services. By signing and submitting a Proposal, the Proposer 

certifies that it does not require a customer to provide any documentation certifying a customer’s 

COVID-19 vaccination or post-transmission recovery upon entry to, to gain access to, or to 

receive services and will not require such during the term of the Contract. 


